CloudLock® Security Fabric™
Technical Note 12.22.15: IP Library Format

Trusted IP Library

A trusted library of TCP/IP addresses can be useful in determining authorized versus
questionable locations for activity monitoring in User & Entity Behavior Analytics (UEBA)
policies. A library provided in a comma-separated-values (.csv) file can be uploaded to the
CloudLock Security Fabric.

File Format

One record per line, comma-separated values; file size up to 1MB.

up to 254 characters

text up to 1000
characters

“Remote office” or
“office”,
“Remote app” or

app

Name Description Type Authorized IP
Address or Range
Name of entry, text Extended description, | Values: One or more valid

IPV4 address(es).

Single IP address
requires no additional
delineation.

To specify a range,
separate beginning
and end of range with
a hyphen (-).

Enclose multiple
comma-separated IP
addresses within
double quotes(“).

Example:

Name, Description, Type, IP

Brussel Office,Range IPs of Brussel Office,Remote office,192.168.7.5-134.184.7.10

Germany Office,Single IP of Germany Office,Remote office,192.168.15.68

Spain Office,Multiple IPs of Spain office,Remote office,"10.1.0.11,10.6.160.1,10.152.128.155"
Lucidchart,Dev tool,Remote App,192.168.1.65
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